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http://www.arubanetworks.com/airheads-community/

Agenda
Primeira Parte

09:00 Registo e Cafe de Boas Vindas, com 0 apoio da Tech Data
09:30 Boas-vindas

Aruba Airheads Talk

José Tormo, Southern Europe Director, Aruba

Fernando Teixeira, Portugal Country Manager, Aruba

Rita Ribeirinho, Marketing Manager, Hewlett Packard Enterprise Portugal

Estudo de Caso da Universidade Catolica Portuguesa
Helie de Chantérac, Professor & IT Department Director, Univ. Catolica Portuguesa

Clearpass e Ciberseguranca: Como controlar o desconhecido?
Borja Mendaza, Systems Engineer, Aruba



Agenda
Segunda Parte

11:00 Intervalo para café, com o apoio da Arrow

11:30 Cape Networks e Experiéncia de utilizagao: Tenha uma visibilidade 360°
Pedro Lourenco, Systems Engineer, Aruba

SD Branch: Simplifique a implementacao e gestao de solucdes distribuidas
Rafael Rivero, Systems Engineer, Aruba

A importancia das comunicacdes na competicao

Elisabete Jacinto, Piloto. Vencedora do Rali Africa Race na categoria de Camides
Jorge Gil, Team Manager da Equipa Elisabete Jacinto

Fernando Teixeira, Portugal Country Manager, Aruba

13:00 Almoco, com o apoio da CPC DI

14:30 Encerramento previsto
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ROI SUMMARY FOR A

MOBILE FIRST NETWORKING SOLUTION

Average Annual Benefits
5 Year ROI (per 100 Users) Payback Period

360% $126,906 9 Months

Source: IDC Realizing Business Value by Moving to a Digital Workplace | Document #US41180416



ACCESS ARCHITECTURE
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POLICY OVERLAY
N
l
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MARKET NEED AND DRIVERS

N
Saas

Cloud and SaaS

:DDDI

Branch

=

ARUBA SD-BRANCH 'HO Data Center

a Hewlett Packard
Enterprise company



INNOVATIVE PORTFOLIO
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B N ANALYTICS &
| AUTOMATION

HARDWARE SOFTWARE

Simple Ul

Aruba Network Analytics Engine E
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Time-Series Database II ”
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Malicious insifz

> i

aruvba
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Aruba 360 Secure Fabric

Open Analytics-driven Security for the Mobile, Cloud, and loT Era

ClearPass | IntroSpect “360 Secure Exchange

Discover, Authorization and Integrated Attack Detection and Response

Analytics

Supervised and Unsupervised Machine Learning “

| okta ERIntune

Other splu nk> «® sendcrid

Infrastructure
. : agerdut
Aruba Mobile First Infrastructure kasada Pag Y
Hewlett Packard servicenovw Radar
Enterprise Juniper
= - Secure Boot | Encryption | DPI | VPN | IPS | Firewall R @ Mobilelron
[= Extreme  ‘¢iSco] [ |
airwatch Juniper

METWORKS

360° active cyber protection and secure access
from the edge, to the core, to the cloud—for any network



Aruba 360 Secure Fabric
ClearPass

Device Discovery
and Profiling

Wired, Wi-Fi, VPN Attack Response
Authorization | Enforcement

Erferprria corgasy



Ingress Threat Protection Using Ingress Event Engine

User connects and Q NGFWI/IPS sends O ClearPass isolates

uploads threat event to ClearPass client PR,

e | > == e 2> DR
< T4\

** Firewall / IPS —

LAN/WLAN

Perform actions based on real-time threat detection

« Offers enhanced user experience as ClearPass can initiate user
notifications, help-desk tickets, and update third-party security solutions
* ** Device In step 2 can be an on-premises MDM/EMM, SIEM, etc.

aruba



Context-Aware, Network-Driven
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Unified Policy Definition

IntroSpect

Access Switches
and Access Points

User: : User:
<None> <None>

N

Corporate Surveillance Sz liean 3

aruba



Understanding Connectivity Options

Customers want to manage Only some support .1X 50% of IoT may be
what devices connect supplicants wired

ClearPass supports any customer Infrastructure and need



CLEARPASS: GETTING CUSTOMERS STARTED

Policy 3rd Party

Integrations IACREST

Reporting

Engine

Onboard OnGuard

Device onboarding and privileges Device health checks

aruba



Why ClearPass Onboard?

Automated configuration:
Network settings and certs

HHH

Built-in certificate authority (CA):
Including user and device data

9 - caninclude in MDM/EMM
,. ey workflows
Self-service workflows ‘4| - Add security without increasing

IT workload or user frustration

aruba



Why ClearPass OnGuard?

Check health before
network access

Multiple operating systems
supported

Persistent and dissolvable agents

Can also be used with
BYOD workflows

V4
,-'/ -~
7 < f 3\

Endpoint Health




Automate Device Health Checking

aruba

Access Network

= |
° |

ClearPass Windows Universal System Health Validator

Enable checks for Windows 10

Product-specific checks (Uncheck to allow any product)
Select the antivirusproduct Symantec Endpoint Protection
Product version check At Least j Version is At Least 121
T = Engine version check |5 Latest j
£} Services . Data file version check |5 Latest j

1} Processes . .
. Data file has been updated in g
i} Registry Keys

o Last scan has been done before 7

13 AntiSpyware Real-time Protection Status
L2 Firewall Check
L} Peer To Peer
i} Patch Management
i} Windows Hotfixes
1} USB Devices
i Virtual Machines
1} Network Connections
1's Disk Encrvotion
Guarantine Message

Reset

Hour(s) j
Day(sl |

“'No Check @0n COff

sove |

ClearPass OnGuard

Detect
non-compliant
devices



Automate Device Health Checking

aruba

o

Access Network

N
°

J

ClearPass OnGuard

Detect
non-compliant
devices

Block access to network resources
across wired, wireless & remote



Automate Device Health Checking

Access Network ClearPass OnGuard

Ew .
J

Minimizes risk to network Detect
Allows user self service non_—compllant
devices

Auto-remediate
the device

Block access to network resources
across wired, wireless & remote

aruba



ClearPass Policy Manager 6.8.0

— Improved Conflict Detection

— Improved Posture Support
— Agentless Support
— Improved Linux Support

— Product Integrations & Communication Improvements
— RadSec
— WPA3
— MPSK

— Security Hardening
— UI/UX Tweaks



Aruba Multi Pre-Shared Key (MPSK)

— Per-device passphrase, role and owner for headless devices
— Eliminates IT/user workload to change traditionally shared passphrases if

A
any device is compromised \\_9

— Reduces security breaches Aruba loT :ﬂ

— Supported with ArubaOS 8.4+ on Mobility Controllers & Instant

— Not designed to be a replacement or alternative for secure T 7T8dJHDp
authentication or full capable devices (devices with .1X supplicant) alice@aruba.io @
¥ Ttc7rass
New device being created by alice@aruba.lo. @ game -con SOle
med-tech@aruba.io @
* MAC Address: Where do [ find this?
© med-tech
y e Give this device a nickname {example: "tmc-xbox")
Wi-Fi Password: B Use a unigue Wi-Fi password for this device
Device Sharing: Enable Device Sharing
Share your device with mommates and friends! ]
¥ Device Type:  Game Console
Motes:
-
* Terms of Use: I am responsible for this device and accept the terms of use T 8VF L 2 n Ra
v asmith@siemens.com @
* required feld
’-_} Back to devices Ji" Manage devices @ bldg - in‘Fr\a
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Falled 3 Start Configuring Policies
Authantications o Manage Services

4% Access Tracker
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Analysis and Trendin

Health Status alysls and Trending

Trewrd Healthy and Unbeaithy 2 Network Devices

s & Server Manager

Latest L ClEdrF‘dEh Guest

Authentications

Latest Authenticetions @ ClearPass Onboard

ClearPass Insight - "

Li License Usage - i UL Bl (Al Request
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IntroSpect

User and Entity Behaviour Analytics



People Move. Security Must Follow.

90% of the seurity budget Is

spent on the permiter

| A |

orubq ZK Research 2016 Security Survey



People Move. Security Must Follow.

However, only 24% of the attacks

attempt to breach the firewall

QFF:'F-"C' Frost & Sullivan 2016



How does IntroSpect define the behaviour?

Internal Resource S AR
Access @ mEmmesme oo s e e
Finance servers

Authentication T Remote Access
AD logins VPN logins

External Behavioral SaaS Activity -
Activity Analytics Office 365, Box & score
C&C, personal
email
"0—©—0—0—0
Cloud laaS Physical Access
AWS, Azure Exfiltration badge logs | |

DLP, Email _é‘:ﬁ} —JLMI | E_-

aruba




Behaviour analytics
What is a NTA solution? (Network Traffic Analysis)

User traffic

[_/_ } Server traffic <:>

Packet analyzer

Network usage
o 7

Packet Broker
Port SPAN

@ Advantages ° Disadvantages

Checks all the network traffic No user correlation

It can perform packet analysis No information from other systems

Internal and external traffic It needs to see all the traffic

aruba



Behaviour analytics
What is a UBA solution? (User Behaviour Analytics)

Authentication logs
System alerts logs

SIEM logs [ f }

Firewall logs Cloud systems logs

Log analyzer

@ Advantages ° Disadvantages

Information from other systems

: Cannot see all the network traffic
Event correlation

Incomplete information

Contextual information

aruba



IntroSpect, UEBA solution

UEBA (User and Entity Behavior Analytics)

IDENTITY
& Microsoft alaln
Infoblox s izl
INFASTRUCTURE e

> BLE
@D Bt

Security @

il
®B paloalto JunPer ‘cisco

IJ CheckPoint  (VfSymantec.
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L
oSk PROFLE
- o
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A

1

INTROSPECT ee-»

' CASB '
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Q

c

SaaS—*———————\\\\\\\\~
) office365 OOX | 3
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laaS f EAKS"Sh@( @Radarzi
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== Microsoft sssamazon | splunk> LogRhythm
W webservices
A L E RTS N Security® ‘
#B paloalto «1lvarfr,
CISCO
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O Edge: Onde o Digital se torna Real




unavailable - High AP association time - Failure to associate to Access Point = Failure to roam between

Access Points - Access Point misconfiguration = Rogue Access Points = Co-Channel Interference -

Adjacen* ' ’ - ' -~ <ket Latency * High DHCP response
time “O Wlfl néo funCIOna " IHCP server misconfiguration = IP
addres ) ¢ Packet filtering misconfiguration -

QoS configuration for VolIP + Queue length congestion = Power over Ethernet port failure - Incorrect

VLAN assig

Large broad POr Onde Comegar?

response ti

gl ctivity beyond gateway -
unavailable - High DNS

hl offline - Captive portal

unreachable - Captive portal timeout - High page load time for captive portals’ = High load on captive

portal server - AAA server offline/unreachable - High load on AAA servisss
High latency to application = High packet loss to application = CDN/P(s&=

BGP black hole - Low Signal Strength - Low Bit Rate - High Packeis
Utilization = Access Point missing or unavailable - High AP associatio

AcGE$PPoint - Failure to roam between Access Points - Access Point

Errproie ¢



Aruba User Experience Insight — Cape Sensors

Solucao cloud based que disponibiliza ao IT da
através de testes ao acesso e
aplicacoes, 24x7, mediante a utilizacao de sensores

Youlllll <3 prophox
S




Como Funciona

Sensor

Simples, ZTP config
Testa WiFi 24x7
Backup 3G/4G (Twilio)

PoE ou transformador

aruba

WiFi

SSID visivel?
Associacdo WiFi
Ambiente RF

Rede
Autenticacao?
DHCP, DNS...?
Velocidade?

Fiabilidade?

Captive Portal

Redirect?
Autenticac&o?
Billing?

Acesso Internet?

Servigos

YouTube, FB...?
Aplicagdes Corporativas
Bottlenecks

Throughput



User Experience Insight
Formerly known as Cape Networks/Service Assurance

Dashboard

1. Simples:

* Deployment simples, mede diretamente
a experiéncia de utilizador

2. Proactivo:

* Valida continuamente o acesso e
reponsividade de aplicacbes

3. Agndstico:

« Saa$S, aplicacao, ou service de rede

« Testes Wired/Wireless em qualquer rede

Sensor
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Evolution of the corporate network

, =3 g ﬂ

@ Office 365
Skype
for Business
Headquarter

i

aruba



New demands on your distributed connection

T T ‘ Wideband connection as corporate backhaul
\

E—E Sk pe Several service providers
IPSEC for Busn*.ess ‘
Headquarter
— m
\
1 \
3 1
1
1
|
1
I
I

|

‘ As secure as a private network

[

Direct connection from branch to SaaS
providers

[

‘ Single policy across all sites

N



Challenges in a mix-and-match solution

Efficient deployment
Bootstrap your branch, deploy and integrate every

Security component

Efficient operation
Manage disparate platforms and tools across LAN,

WAN and security domains

End-to-end security
Enforce a consistent policy in the LAN, WiFi and

WAN networks




The Value of Convergence

é] Simplicity at Enterprise scale
Fewer boxes in the branch, simpler

to deploy

a Unified policy
Common, end-to-end security policy

for LAN, WiFi and WAN traffic

Smart and application-aware
\, Automate the network to deliver
guality for your services




Simplicity at scale

arheads
m;.we
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Components of the Aruba SD-Branch solution

SD-Branch

MicroBranch
(IAP-VPN)

On the road

(VIA)

& Hepwdent Pasciand

ARUBA
CENTRAL

-

aws /_\ Azure

I

i
T
—
il
i

|

CLEARPASS ++»

o

C

POLICY
MANAGEMENT

Hub sites
(DataCenters, HeadQuarters...)




Aruba Central: Software Defined Branch networks

NETWORK INFRASTRUCTURE

CLOUD MANAGEMENT

INSTANT ARUBA-OS BRANCH
ACCESS POINTS SWITCHES GATEWAY
SERVICES
GUEST NETWORK  PRESENCE SD-WAN  SECURITY
WI-FI ANALYTICS  ANALYTICS

N

3 ¥ B @




Scalable configuration, monitoring, reporting & services
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Fully Automated Deployment Workflow

Device gets Branch
auto- becomes

provisioned operative




Chrome File Edit View History Bookmarks People Window Help A = 38%(%) Sun10:15 Q @ =

internal-ul.central.arubanetworks.com

Y All Devices ) 3 HOURS

( Search Current App

Network Overview
Network Health
Label Health
Client Overview
AppRF™

VisualRF

Topology

Alerts

Reports

[Demo]

Need Help?

LIECEDRY ] CECEER E L EEEE R -Y




[Demo]

& Cheome Kt View History Bookmarks Poople Window _Hoip ® o 3

EDIT INSTALLER

aruba

a Hewlett Packard
Enterprise company
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End-to-end Security

arheads
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Clearpass: Centralized Policy Decision Point for the branch

_ App finger- o
Users Devices printing WAN Monitoring
O
POLICY
MANAGEMENT
Printer ¢ BRANCH OFFICE

ch
!ay
Switch ) ﬁ“q I
o e’ ; ="

Desktop

=)~

Access._Smartphone

Laptop

Point
LAN Policies Security policies WAN policies
Role-based LAN and WLAN policies, e.g VLAN, Role based firewall and content filtering policies, e.g. Role and application-based WAN policies, e.g. pat
Captive Portal, QoS, tunneling, etc. Layer3 - layer 7 traffic filtering, shaping, logging, etc. election, load balancing, link pinning...

aruba



Gateway: Centralized Policy Enforcement Point for the branch

------------------ |
i User/machine !
Every network access is policed by | authentication ==, E
ClearPass ' Device Profiling | POLICY
: Posture : MAMNAGEMENT
' Assessment i
i Policy Decision

7 | Tunnel orchestration
- . Policy Enforcement
. Traffic Inspection

o))

— O
EE kS Security Core

o

aruvba

Eorpay



Gateway: Centralized Policy Enforcement Point for the branch

0 Every network access is policed by
ClearPass

The gateway learns the role of every
device in the branch

E\E g Security Core

Erferprria corgasy

R — e
| User/machine :

. authentication b r=-—-—_. ﬁ

| . g |

' Device Profiling | POLICY

: Posture : MAMNAGEMENT

' Assessment i

. Policy Decision |

| e e e e e e e e e e e e e e

|
7 | Tunnel orchestration
- . Policy Enforcement
. Traffic Inspection
|

o))




Gateway: Centralized Policy Enforcement Point for the branch

Assessment
. Policy Decision

— o ————

—————————————————— .
- User/machine | ﬁ
Every network access is policed by . authentication | Fro--o
' Device Profiling POLICY
ClearPass ' Posture MANAGEMENT

The gateway learns the role of every
device in the branch

As traffic traverses the gateway, policy for

|
7 | Tunnel orchestration
- . Policy Enforcement
. Traffic Inspection
|

source and destination role is enforced.

o))

P
E\E g Security Core

& Hepwdent Pasciand



Gateway: Centralized Policy Enforcement Point for the branch

—————————————————— :
- User/machine | ﬁ )
Every network access is policed by . authentication | Fro--o
C| P ' Device Profiling | POLIC
earrass ' Posture : MANAGEMENT
' Assessment i
The gateway learns the role of every | Policy Decision
device in the branch o
As traffic traverses the gateway, policy for 1 | Tunnel orchestration

' Policy Enforcement
. Traffic Inspection

source and destination role is enforced.

With tunnel-mode support, traffic can be

forced to always traverse the gateway.

P
E\E 0 Security Core




Gateway: Centralized Policy Enforcement Point for the branch

------------------ |

i User/machine ! ﬁ o0
Every network access is policed by . authentication | Fro--o C

' Device Profiling | POLICY
ClearPass ' Posture | MANAGEMENT

Assessment
The gateway learns the role of every ' Policy Decision
device in the branch o
As traffic traverses the gateway, policy for 1 | Tunnel orchestration

source and destination role is enforced. - Policy Enforcement
| Traffic Inspection

With tunnel-mode support, traffic can be
forced to always traverse the gateway.

Dynamic segmentation => fully distributed
firewall!

o]

P
?E 0 Security Core




Fully policy-driven connectivity

© oo [
MAF«I%I&IEEﬁENT

* You plan to deploy new CCTV cameras « Camera role tunnels all traffic to the gateway

« Simple solution: no more VLANS, plug & play « Contractor role is granted access to camaras

 Security contractors can use the cameras - Employee role is not.
* Regular employees, don'’t

Policy drives all the branch

Don’t care for wired or wireless
Don’t care for VLAN, subnet
Don’t care for port, trunk config
Just state your policy in terms of
your business roles

-----------



Role- and application- aware networking

arheads
m;.we
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Overlay network solutions

Hub gateway
advertises Branch
routes upstream

|~

N
I 7|_

Build IPSEC overlay

|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

Branches build
tunnels and
advertise routes

Set up routes

Start forwarding traffic

Corporate
traffic

\
' = | ! = tunneled to
| ))}7' ' i l ))}Q hub
P QEEEED | D ; : 4 |
1 v 1 —_—
e 1 1 —— 1
Corp Data Traffic : : : :
1
1 1 1
\ ! \ 1



SD-WAN automation

Policy-based site connectivity =
e ]

Define hub sites and site preferences. Everything else T F
will be set for you! } ‘\g N
User’s burden is removed, no need to worry about: s /\\/ \\
*  Proper link matching ‘/‘//'/‘ \'\\',\ N\
*  Tunnel set-up £ 9 5 /g E 9 \m:
«  Overlay routing protocols _<E E =2\
Advantage : ”33“‘ ”EZ(“

« Simple
*  Error proof
« Scalable

FILTER GATEWAY MANAGEMENT

V Branch-DC1 -gro... (1 Total Devices | 0 Offline APs | 0 Offline SWITCHES | 0 Offline GATEWAYS) W

Hub And Spoke | DC Preference| Cloud Security  Siteto Site  DPD IKEV1 IKEV2  General’

Hubs
PREFERENCE GROUP ACTIVE VPNC BACKUP VPNC
VPNC-DC1-Group-
Pod16 P vpnc-dc1-pod16-7008
VPNC-DC2-Group-
Pod16 VPNC-DC2-pod16

aruba

Verizon /
MPLS

ydoueug



SD-WAN: Automated Path Steering

0 Role + Application e SLA e Path Preference
3 Dela
—~ y

tx»( salesforce % ‘ < Jitter >

Internet

- A4G/LTE N
@ e Loss
\ J 9 P

Business-oriented app
classification: Productivity,

Set a goal SLA per application,
role — grant your users the

Monitor your links and steer

traffic according to policy, to
Voice, SaaS

service the need. satisfy the SLAs.

aruba



App and user aware path steering

G The use case e The solution 0
QLICY
1

\J

Traffic Specification 4
Rules

* You have marketing screens running android
« They can be quite bw-intensive

Application Category mobile-app-
store from User Role marketing-
device to Any

* You want to make sure that screens don’t WAN Pt Setaction for marketing policy Pailey
upgrade software while the branch is running on )
the cellular backup link e pmee
Secondary path: ALL_MPLS ¢
\I Tertiary path: ¢ SLA: Best Effort V4
|
I Latency: <400 ms.
| Jitter:
I Loss: <1%
|

Utilization: <80%

aruba

Erferprria corgasy



Steer the WAN traffic to security partners

#2 paloalto @ zscaler

ARUBA = Nt
CENTRAL BT g:'DVA?EcT:EﬁNEOQEISrL]TE
—
Forwarding policies automated Geo-balanced, optimized
by Aruba Central traffic security

Role and application S Safe traffic gets

based traffic steerin/ forwarded

SD-WAN Fabric




Integrate with Aruba Machine Learning

CLEARPASS _+++
ﬁ =] < W
00 |<---

POLICY ’
MANAGEMENT L/

e ClearPass asigna el rol de usuario

Introspect se integra con ClearPass y el YN~ )” ~ S

gateway

N
N e e P

El GW envia metadatos (flujo AMON) de
sesiones de FW a Introspect

— .
Y _ 360 Security
é ﬁ Security Core 5 Exchange Program

o

!
)

—————————————————————————————————————



Aruba’s Unique Solution Features

Cloud-based vendors SD-WAN

» Cloud-native apps « Strong routing capabilities
« Easy to use « Integrated LTE
* Feature slim * Integrated UTM

WAN optimizaton
- Strong security and UTM footprint * Application awareness
« Top of mind for CISOs * Squizing performance

» Firewall reporting

aruba



Aruba’s Unique Solution Features
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Flexibe deployment  Dynamic
options SRy  Segmentation

AI/ML Visibility « LAN Access Control
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 Full Stack
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Route Orchestration LAN Automation
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